IT Survey Questions

Please indicate the percent of time you spend performing the following IT infrastructure functions.  Please note these functions may be performed at the National, Regional, Specialized Office and/or the State level.

1. Definition, negotiation and maintenance of IT services offered to Customers and provided by the IT department.

Some examples of this function include the following:

· Define the services to be offered by the IT department.

· Manage the process to obtain customer needs / requirements.

· Negotiate levels of service with customers and providers of IT services (e.g., third party suppliers).

· Manage customer expectations and provide liaison.

· Interface with external entities on IT issues, needs and requirements (e.g., conservation districts).

2. Defining the overall Service Center Agency (SCA) IT support infrastructure.  

Some examples of this function include the following:

· Plan and design the enterprise-wide technical architecture (for all components: telecommunications, WEB Farms, Data Centers, servers, workstations, office automation, e-mail, peripherals, and remote computing devices).  

· Analyze emerging technologies.

· Assess software and hardware needs.  

· Analyze and define data requirements and specifications for capacity planning and VDMS performance tuning.

· Incorporate security policies and procedures into architectures.

· Develop overall functional and systems requirements and specifications.

3. Acquiring IT components in support of the SCA infrastructure. 
Some examples of this function include the following:

· Analyze individual software and hardware needs and prepare the documentation to procure the necessary software/hardware.

· Evaluate available hardware and software components.

· Determine which vendor provides the best offerings for hardware and software components.

· Procure hardware and software components (e.g. voice and data circuits).

· Accept and perform intake of IT equipment from vendors.

· Perform shipping and handling of IT equipment to Service Centers or other office locations.

· Relocate IT equipment due to office moves and closures.

· Perform property management functions, which include the authorization and form preparation for the disposal of equipment.

4. Providing operational support and technical assistance relating to workstation environment, office hardware/software, mail, network health and other services through a variety of ways (telephone support, desk-side visit, server reconfiguration, or by other means).

Some examples of this function include the following:

· Identify performance problems at the local level and escalates to the proper support level for resolution.

· Troubleshoot user issues with their workstation and applications.

· Request, maintain, reset, and trouble shoot User ID's and passwords
for software applications and web based applications.

· Troubleshoot installation problems with routers, servers, PC's, network components and devices.

· Troubleshoot digital cameras, GPS units.

· Escalate IT service incidents beyond the Help Desk.

5. Identifying underlying causes for technical problems.

Some examples of this function include the following:

· Determine the underlying (root) cause of identified technical problems.

· Proactively prevent future problems from occurring.

· Identify trends/recurring problems.

6. Providing IT infrastructure training to internal and external customers.

Some examples of this function include the following:

· Train users in enterprise-wide infrastructure applications, such as Microsoft Windows XP operating system and Microsoft Office products.

· Train users in specialized applications, such as ESRI and ArcInfo or provide specialized support or guidance.

· Train users in standard, enterprise-wide hardware and software configurations.

7. Providing telecommunications support.

Some examples of this function include the following:

· Maintain the components and network interfaces that make up the Service Center Agencies’ network (both Data and Voice) including servers, routers, switches, gateways, circuits, phone systems, telephony and firewalls.

· Install routers, servers, PC, network components, phone systems and devices.

· Configure and optimize network servers, hubs, routers, and switches.

· Monitor CIM, MOM and SMS reports.

· Diagnose and resolve network problems.

· Monitor functionality, security, and integrity of Internet services.

· Ensure systems availability, functionality, integrity, and efficiency.

· Manage the installation and integration of systems fixes, updates, and enhancements.

8. Providing security operations support.

Some examples of this function include the following:

· Provide management oversight, guidance, administration and enforcement of security policies and regulations.

· Review firewall configurations and manage intrusion detection by means of monitoring logs related to all firewalls, routers, switches, and related hardware sensors.

· Provide security assistance to web farms and data centers, networks, and LAN environments.

· Perform security audits on internal systems.

· Perform workstation and server vulnerability analysis and scans.

· Manage the issuance and policy for digital certificates, server certificates, and encryption solutions.

· Develop systems security contingency plans.

9. Requesting, assessing, approving, implementing, deploying, and reviewing changes to the infrastructure.

Some examples of this function include the following:

· Conduct testing of new components and configurations for compatibility with the environment.

· Record and maintain IT infrastructure configuration and historical information (e.g., a configuration database).  

· Maintain and record hardware and software inventory in an accessible storage medium. 

· Manage the introduction of common software and hardware releases into the IT environment and ensure they are planned, tested and implemented.

· Install, remove, and upgrade software on individual workstations and
servers.

· Dispatch resources to different office locations to physically detect problems, install fixes, and monitor success of corrective actions in response to resolution actions.

· Program voice mail, PBX systems, and key systems and
adjust for personnel changes.

· Perform cable work, when necessary, for new and relocated IT equipment.
This includes installing cables, punch down, etc.

10. Implementing, managing, and maintaining IT infrastructure components (e.g., servers and networks) required to host data applications and web services.

Some examples of this function include the following:

· Perform systems administration for the enterprise hosting infrastructure.

· Configure the enterprise hosting infrastructure.

· Provide resource management for the enterprise hosting infrastructure.

11. Implementing, managing, and maintaining enterprise-wide data storage.

Some examples of this function include the following:

· Perform forecasting, planning, monitoring, physical positioning, replication, security, and tuning for storage, backup and archiving.  

· Provide and manage data storage.

· Analyze and define data requirements and specifications.

· Install, configure, and maintain database management systems software.

· Manage directory servers (domain controllers). 

· Analyze and plan for anticipated changes in data capacity requirements.

· Develop and administer data standards, policies, and procedures.

· Develop and implement data mining and data warehousing activities related to IT infrastructure.

12. Performing business planning activities.

Some examples of this function include the following:

· Develop IT infrastructure strategic plans.

· Coordinate and integrate activities and plans with overall IT strategic planning and business strategic planning activities.

· Develop plans to recover from an IT disaster.

· Develop Service Level Agreements and/or translate customer requirements into organizational unit level requirements.

· Assess policy needs and develop policies to govern IT activities.

· Conduct audits of IT programs and projects.

13. Performing financial management functions for IT infrastructure.

Some examples of this function include the following:

· Provide investment planning.

· Plan and execute budgets.

· Analyze billing reports and process invoices.

· Maintain (including disposal of) physical and logical inventory of the IT assets (hardware, software, etc.) in support of IT infrastructure services.

· Monitor software licensing agreements for compliance and recycling of licenses.

14. Performing contract management functions for the IT infrastructure organization.

Some examples of this function include the following:

· Serve as Contract Officer’s Representative (COR) or Contracting Officer’s Technical Representative (COTR) with contractors delivering goods or services in support of IT infrastructure.

· Develop task orders or Statements of Work (SOW’s) for IT infrastructure.

· Support the contracting officer during the negotiation process.

· Provide contract administration support.

· Perform technical evaluation.

15. Overseeing, adjudicating and approving or denying requests for change to the enterprise-wide IT infrastructure.

Some examples of this function include the following:

· Manage or participate in change control board or IRM review boards.

· Manage or participate in configuration control boards.

16. Developing, managing, and administering IT infrastructure Security policies.

Some examples of this function include the following:

· Assess agency level security needs.

· Assess security policies for Departmental/Federal compliance.

· Develop, maintain and drive implementation of security policies.

· Establish and provide security clearance guidance.

· Provide formal Certification and Accreditation for technology components.

17. Developing the IT infrastructure workforce.

Some examples of this function include the following:

· Recommend best practices to recruit, retain, maintain, and motivate the IT workforce.

· Determine staffing requirements, training and external staffing options.

· Set realistic and achievable objectives; monitor, measure and evaluate performance, and provide rewards and recognition.

18. Performing business operations functions.

Some examples of this function include the following:

· Provide IT infrastructure related program management (i.e., management of several interrelated projects) services, such as nationwide IT installations or upgrades.

· Monitor indicators of business performance (e.g., metrics) for IT infrastructure utilization and provide associated management reports to executive management.

· Maintain the physical and logical inventory of the IT assets owned by the organization in support of IT infrastructure services.

· Manage the records management function in support of IT infrastructure services (e.g., policies, bills, invoices, requirements, etc.).
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