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Background

On February 4, 2003, the Secretary of Agriculture directed the USDA CIO, Scott Charbo, to proceed with converging the IT infrastructure support through a merger of some of the IT personnel from the Service Center Agencies.   

Benefits of Reorganization

The reorganization helps meet Office of Management and Budget and Congressional goals of achieving administrative efficiencies.  

Program areas can focus more on the business processes.  

IT staff can be more responsive to customer needs with formal offices and Service Level Agreements to facilitate the communications.   Clear lines of communication between the three agencies and the new organization will prevent counter-productive efforts from taking place.  

The reorganization of IT staff does not include application developers over who’s time the most conflict for competing agency demands is felt.  

IT staff can better coordinate efforts toward providing a single and more reliable computing environment for all three agencies in all offices where they reside.  

Formal organizational structures will allow for formal and orderly change management.  

A single computing environment allows the IT staff to be more efficient through economies of scale.  This is accomplished in many ways.  Equipment purchased in quantity costs less per unit.  IT Staff doesn’t have to be trained in as many different type of systems and can manage wider areas.  

Security of the systems managed will be looked at from a broad perspective.  This promotes equal levels of security regardless of geographic location for safeguarding data and preventing maliciously caused system downtime.  

Without the merger of IT Staff, current Common Computing Environment (CCE) project infrastructure will not have sufficient staff for running operations.  

What’s Included in the Reorganization

· Architecture design and maintenance 

· Infrastructure configuration and management 

· Acquisition of hardware and software upgrades, site licenses and applicable contractor services 

· Testing and certification of all hardware and COTS/common software components in the I/O Lab prior to their introduction into the infrastructure 

· Infrastructure security operations and management 

· Development of standard procedures for operation and security of all components of the infrastructure and common applications configuration 

· Quality and version control of all components 

· Design and management of enterprise email and productivity tools and software 

· Central distribution of software upon Inter Operability Lab approval

· Telecommunications planning, acquisition, operation and performance monitoring/analysis 

· WEB Infrastructure administration, operation and management 

· SCA Interoperability Lab operation and management 

· LAN & WAN administration, analysis and modeling 

· Data administration and management 

· Development of standards and administration of shared applications and technology 

· Development of standards for GIS technology 

· Interaction, support and coordination of SCA and USDA technology review boards 

· User help desk support (does not include program applications) 

· Introduction of new technologies and training of IT and service center employees

IT Functions that would Remain in each Agency

· Unique or non-common activities related to program delivery application development and maintenance

· Acquisition of contractor services for program/administrative application and data base development 

· Testing and certification of program/administrative applications and data bases prior to their introduction into the infrastructure 

· Program/administrative application security policy development and enforcement 

· Development of standard procedures for operation and security of program applications and data base configuration 

· Quality and version control of all program applications and data base components 

· Distribution of program application software 

· Program application and performance monitoring/analysis 

· Development of GIS tools and adaptations for application software 

· Interaction, support and coordination of SCA and USDA technology review boards 

· User help desk support for agency specific program applications and databases 

· Training of IT and SCA employees for agency specific program and administrative applications and data bases

· Develop, manage and maintain internal security assessments

Process

An IT Convergence “Core” Transition Team was commissioned to put together to plan for the reorganization.  

At the end of March, the Core Team, Service Center Agency (SCA) information technology (IT) managers, SCA program representatives, and an employee association representative worked to develop a proposal for the USDA CIO, Scott Charbo.  Using a   best practice reference model (Microsoft Operations Framework or MOF provided some consistent terminology and built awareness of possible operational improvements that could be achieved) for operational excellence on the Microsoft platform, the group produced a proposal.  

The key principles the group used to produce the proposal were:

· Ensure responsiveness and accountability to the customer agencies through a disciplined service level management process.

· Create an organization that attracts and retains a high quality workforce with modern information technology skill sets.

· Maintain a stable, effective enterprise wide information technology infrastructure that adequately supports all customer agencies and stays ahead of business needs.

· Ensure that business needs and requirements drive information technology investments through a strong partnership with SCA program, business, and development communities.

· Provide for flexibility in policies, procedures, and processes employed by the converged organization so that it can respond quickly to changing business needs and advances in information technology services and features.

The Core Team continues to meet to enact the reorganization effort.  Two of the immediate jobs of the Core Team are to provide functional statements for the new organizational components and to communicate the progress to management and employees.  

Organization Description

The mission of the new organization is:

The SCA IT service organization provides information technology infrastructure support for the national, state and local program delivery aspects of the Farm Service Agency, Natural Resources Conservation Service and Rural Development, including each agency’s primary partners.

The vision of the new organization is:

This new organization will report to an Associate Chief Information Officer within the USDA’s OCIO and will be accountable to the CIO and a Board of Directors that includes representatives from the Service Center Agency business, employee association and IT organizations, as well as state leadership.

The organization is proposed to contain 4 Divisions:  Service Management Division, Infrastructure Management Division, Information Security Division , and Support Division.  

Service Management Division
Service Management manages the quality of IT services by negotiating, monitoring, maintaining service level agreements (SLA’s) between the IT service provider and customers, and also maintains ownership of SCA architecture. Within Service Management are envisioned functions of:  Availability Management, Capacity Management, Service Continuity Management (for minimizing service disruptions), Financial Management, Workforce Management, Communications Management, and Leadership Coordination.   

Infrastructure Management Division
The Infrastructure Management Division (IMD) participates with the Deputy Chief Information Officer, Service Center Agencies Information Technology Service Organization to provide information technology infrastructure support for the national, state, and local program delivery aspects of the Farm Services Agency, Rural Development, and Natural Resources Conservation Service.  This Division is to be responsible for implementing, maintaining, and managing the IT infrastructure.  Sub-organizations proposed under Infrastructure Management include Customer Computing & Services, Telecommunications, Data Centers & WEB Farm branches.  These will provide architecture development, change management, configuration management, release management, service monitoring and control, network management, directory services administration, data storage management, system administration, and technical and contract representation.  The IMD will work in close coordination with and in support of Service Management, Information Security Management, and Support Management.  This will be accomplished by meeting service level agreement goals, Departmental security regulations and policies, and by both proactively and reactively making changes to infrastructures based on trends observed.  

Security Management Division
The Information Security Management Division IMSD is to provide management oversight, guidance, administration and enforcement of security polices and regulations across the IT Converged Organization (ITCO) and to create a safe and secured computing environment while providing outstanding customer service and support.  IMSD will also ensure the protection and management of data confidentiality, data integrity, and data availability when responding to customer and business owner needs and requirements.  In order to meet these goals, this organization will perform compliance auditing, risk assessments, investigations, incident handling throughout the ITCO and will report findings and recommendations to the CIO and other appropriate top level managers as required. 

Support Division
Support the service center agencies’ employees, partners, and customers by providing and maintaining a comprehensive operational support and technical assistance customer support program for information technology systems and services that ensure accurate and timely IT incident and problem resolution via a Centralized Help Desk and a State Level support staff.

Support Division is proposed to provide functions for a Service Desk, Incident Management, and Release Management.  In the field, Support division staff will provide problem identification, repair, and customer service liaison.  

